Acceptable Use Policy (AUP)

1. Purpose

This Acceptable Use Policy (AUP) defines the expectations and requirements for the appropriate
and lawful use of Voipkonnect’s technology resources, services, and

infrastructure. The intent is to promote ethical behavior, ensure legal compliance, and protect the
integrity, security, and reputation of the company.

2. Scope

This policy applies to all individuals—including employees, contractors, clients, partners, and
third parties—who access or utilize Voipkonnect's systems, services, or network

infrastructure. This encompasses (but is not limited to) internet services, email platforms, cloud-
based tools, communication systems, and data storage environments.

3. Acceptable Use Guidelines

o Business-Related Use: Company resources are to be used primarily for legitimate
business activities. Occasional personal use is allowed if it does not hinder job
responsibilities or violate this policy.

o Legal Compliance: All use of Voipkonnect’s systems must conformto  relevant

local, state, federal, and international laws and regulations.

4. Prohibited Activities

The following activities are expressly forbidden while using Voipkonnect’s network,
services, or systems:

a. lllegal Conduct
e Engaging in fraud, identity theft, or the distribution of pirated software or media.
e Accessing, sharing, or storing illegal content, including materials involving child
exploitation.
e Infringing upon copyrights, trademarks, or other intellectual property rights.

b. Security Violations



« Gaining unauthorized access to systems, user accounts, or data.

o Participating in phishing schemes, hacking attempts, or spreading malicious software.

o Disabling or interfering with security tools, monitoring systems, or administrative
functions.

c. Network Interference

 Initiating denial-of-service (DoS) or similar disruptive attacks.
o Sending spam, overloading services, or otherwise affecting network performance.
o Uploading or distributing viruses, malware, or any form of harmful code.

d. Offensive or Harmful Behavior

« Sharing or transmitting content that is offensive, obscene, discriminatory, defamatory, or
sexually explicit.
e Using company services to harass, bully, intimidate, or threaten individuals or groups.

e. Spamming and Unsolicited Messaging

« Sending bulk communications or marketing messages without explicit consent.
o Distributing unsolicited advertisements, chain letters, or pyramid schemes.

f. Identity Misrepresentation

o Falsifying identity, credentials, or impersonating others (including spoofing email
addresses or caller IDs).
o Deceiving recipients by misrepresenting the source of communication.

g. Circumventing Security Measures

o Attempting to disable or bypass firewalls, access controls, authentication systems, or any
other protective mechanisms implemented by Voipkonnect.

5. User Responsibilities

o Safeguarding Data: Users must create strong passwords, lock unattended devices, and
report any suspicious behavior or potential security threats immediately.

e System Integrity: Users should refrain from any activity that could damage, degrade, or

compromise VoipKonnect’s systems or service availability.

« Confidentiality: Sensitive business or customer data must not be shared without proper
authorization.

o Compliance: All users are expected to adhere to applicable data privacy and
telecommunications regulations.



6. Monitoring and Privacy

e System Monitoring: Voipkonnect may monitor and record system usage  to ensure

compliance with this policy and protect organizational assets.

o Respect for Privacy: While monitoring is conducted for legitimate security and business
purposes, the company is committed to safeguarding user privacy in accordance with data
protection laws.

7. Enforcement and Consequences

Violation of this policy may result in disciplinary or corrective measures, including but not
limited to:

e Suspension or revocation of access privileges.

e Legal action or referral to law enforcement where appropriate.
e Termination of employment, contracts, or business relationships.

8. Reporting Incidents

All users are obligated to report any policy violations, suspicious activity, or security breaches
to:

Compliance Officer
0 _compliance@voipkonnect.com

9. User Agreement

By using or accessing Voipkonnect’s services or systems, individualsacknowledge that they have
read, understood, and agreed to comply with this Acceptable Use

Policy. They accept responsibility for their conduct and understand the potential consequences of
policy violations.

10. Policy Revisions


mailto:compliance@thechampaigntelephone.com

Voipkonnect retains the right to revise this policy as needed. Users will be notified of material
changes, and the most current version will be accessible through official
communication channels.
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